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Encrypted predictive functional control for quadcopter systems
using real-number secret sharing

Mirabolfazl Mokhtari *

1- Associate Professor Faculty of Engineering and Flight, Imam Ali University, Tehran

Abstract

This paper focuses on the design and implementation of an encrypted model-based predictive
controller. The proposed encryption scheme enables control computations to be performed directly on
encrypted data using cryptographic mathematics, eliminating the need for intermediate decryption.
Specifically, a secret sharing scheme is employed as a privacy-preserving tool to create a secure
environment for computing a class of predictive controllers known as predictive functional control
(PFC) with cloud-based data distribution. While retaining the simplicity and fundamental features of
predictive control, the controller utilizes secret-sharing-based encryption to perform operations directly
on encrypted data, significantly enhancing the cybersecurity of the system. The proposed encrypted
predictive functional controller is applied to a quadcopter system, and its performance is evaluated
through a series of comprehensive simulations. Simulation results show that the encrypted controller
maintains performance nearly identical to that of the unencrypted controller while fully preserving the
confidentiality of sensitive data. Moreover, it ensures stability and desired performance of the
quadcopter system under various operational conditions.

Keywords: Encrypted control, Predictive functional control, Secret sharing, Secure control, Distributed
computation, Quadcopter systems, Cybersecurity.
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Algorithm 1. PFC controller based on the SS
scheme.

Inputs: Process output measurements y(t), Previous

control inputs u(t — 1)

Outputs: Computed control action u(t)

1: for each sampling instant t do

2: Distribute  u~¢[p] = share(u™(t)) among
parties p € P

3: Distribute  y~,[p] = share(y~(t)) among
partiesp € P

» Compute predicted system states

4. fori = 1to2do

5: state_compl[p] = mult(a}[p], u"[p]),

: state_comp2[p] = mult(8;"[p], y; [P]),

. reference[p] =

add(state_comp1[p], state_comp2[p] )

» Generate reference trajectory

6: traj_weight[p] = share(¥y;),

7. fork =1toy; do

8. Yy[p] = mult(traj_weight[p], 1;[p])

10: ref_comp1[p] = mult(y;[p], yi[p]D,

" ref_comp2[p] = mult(add(1, —¥;[p]), y5p [P])

reference[p] =
add(ref_comp1[p], ref_comp2[p])

» Calculate tracking error
12:
error_signal[p] =
add(y}'[p], —reference[p]) )
13:

adjustederror[p) =
add(error_signal[p], —dt[p]) )
14:
Auf[p] =
mult(kpgc[p], [adjusted
» Update control signal
15: ut[p] = add(ut~[p], Aut[p]) ,p € P
16: end

error, [p][p]™» @djusted_err
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